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ABSTRACT

Smart home devices are notoriously vulnerable to being exploited in
many different ways. The current best practices for securing smart
homes against vulnerable devices compromising each other suggest
using separate WiFi networks, one for all the 0T devices and one for
users’ personal computing devices. But this increases the network
management overhead for an average user. Ideally, to prevent
device compromises, an explicit network policy should be defined
for each individual device that controls its functionality within the
local network. While access control specifications, like MUD, for
IoT devices have been proposed there is no guarantee of them being
readily available anytime soon. To this extent we present Hestia, a
network policy design that provides default network access, based
on the principle of least privilege, to devices in smart homes. Hestia
uses a classification of devices as controllers and non-controllers
to create these policies, with controllers being the devices that
receive user commands to execute actions on non-controllers . We
validate Hestia’s policies against a large public data set of smart
home devices and find that it accurately preserves selective network
isolation for all devices on the local network without affecting their
functionality. We prototype Hestia as a SDN controller and the
least privilege policies generated as OpenFlow rules on the wireless
access point. Through selective network isolation, Hestia provides
smart home owners with an effective way to readily enforce least
privilege access control for their devices thereby acting as a default
network security measure for smart homes.
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1 INTRODUCTION

Smart Home is the term which refers to a household where home
automation or domotics [28] is used to seamlessly network devices
and appliances to provide users with a complete control over all
aspects of their home. Home automation has been around for many
decades in the form of lighting and simple appliance control. But
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the advancements in wireless IoT network protocols have caught
up with the idea of the interconnected world, providing automation
at our fingertips on smartphones, and through voice commands to
virtual assistants. Interfacing of IoT devices in the household has
offered us the convenience of remotely monitoring temperature
and carbon monoxide sensors, access video surveillance, track our
pets’ movements, and control door locks among many other things.
Additionally, connecting these devices together has enabled us to
programmatically play music while making coffee in the morning,
open window blinds when we snooze our alarm multiple times, and
have Alexa trigger disco lights on a Friday night.

The majority of IoT devices - from smart plugs to thermostats,
door sensors to security cameras - all developed by different ven-
dors come with their own apps, their own systems and connections,
and many of them can only interact with products from the same
manufacturer. So, in order to foster inter-vendor compatibility and
encourage community based software development ecosystems, few
smart home platforms have been developed like Samsung’s Smart-
Things [49], Apple’s HomeKit [5], Google’s Brillo and Weave [13],
Vera Control’s Vera [63], and AllSeen Alliance’s AllJoyn [23]. These
platforms act as one unifying box enabling users to pair the func-
tionality of devices from different vendors through automation
recipes. All of the users devices communicate through a local gate-
way (e.g., a hub or a base station) or through cloud back-end servers.
One command to rule them all, One hub to find them, One network
to bring them all, and in automation bind them.

Although not really intended to win domination over the middle
earth unlike the one ring, a survey has shown that Smart Home
technology has already achieved 33.2% penetration in households
in 2019 and is expected to hit 53.9% by 2023 [59]. Along with this in-
creasing popularity of unifying myriad devices under the same net-
work is also the increasing concern on security and privacy breaches
in smart homes. Security problems in the Internet of Things (IoT)
have been widely known to cause severe operational failures [12],
mass exploitation [3], and catchy headlines [65]. Since IoT devices
typically are embedded deep inside networks, they become attrac-
tive attack targets and often the weakest link for breaking into the
users house [50] or for leaking sensitive information about users
and their behaviors. Prior incidents [64, 65] have shown how seem-
ingly simple IoT devices have been exploited to compromise other
systems on the same network. Even popular smart home devices,
including the WeMo switch and motion sensors [33, 44], Belkin
NetCam [56, 57], baby monitoring devices [42, 53, 56], and smart
light bulbs [29], have been found vulnerable to a local network
attack: an adversary within the same network is shown to be able
to control these devices or steal sensitive user information. Security
experts suggest that this is mostly because such devices have poor
or no security features, primarily attributed to manufacturers rush
to the market, and hardly having any good way to patch them [50].
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Traditional mechanisms of securing users computing devices
include software updates, endpoint security solutions, and network-
based security solutions. However securing smart home IoT deploy-
ments using these traditional mechanisms introduces significant
challenges. Firstly in most cases there is limited, if any, product
life-cycle support available for IoT devices due to the lack of regular
firmware updates or security patches [40, 67]. Secondly providing
effective end-point security, like anti-malware, on IoT devices is
not really feasible due to the lack of firmware support, software
APIs and limited resources.

Securing network communications is a more practical solution
for IoT devices because they require constant network connectivity
for their operations. However, traditional network-based security
solutions involve network managers that are responsible for setting
up traffic filtering rules at the network perimeter e.g. Firewall,
IDS, etc. Traffic between wireless IoT devices in a smart home
typically stays within the WiFi network, and thus firewall policies
would be oblivious to any communication between these smart
home devices. Solely relying on existing network configurations
and firewall abstractions is insufficient. So the challenge that our
work addresses is providing an effective network security measure
for smart homes.

In this paper we present Hestia as a default network-based secu-
rity mechanism for smart home devices which approaches a least
privilege policy in networks by providing selective network isola-
tion among the connected components. The key insight of Hestia
is that communication between existing smart home devices is
not as complex as we might think, and an effective least privilege
network access can be created with a simple classification of de-
vices as controllers and non-controllers . We define controllers
as the devices that get information or commands from the users
to perform actions on other IoT devices. Examples of controllers
may include automation hubs, voice assistant devices like Echo and
Google Home devices, and smart entertainment systems with voice
assistants that can also perform actions on other devices based on
users command. We associate all the other IoT devices, primarily
including sensors and actuators, that perform these actions and
are informing the controllers in the network as non-controllers
. Examples of non-controllers devices may include light switches,
presence sensors, door locks, light bulbs, thermostats, etc.

By extension of our definition of controllers and non-controllers
, we build a hypothesis that an ideal communication in a smart
home will be so that devices identified as non-controllers will only
be “controlled” by the controllers in the network. We validate our
hypothesis using a data set of labeled packet traces from the SoK
project on Home-Based IoT deployments [2] and find that a least
privilege network access can be provided without affecting any
ideal functionality. We also provide a prototype of Hestia which
can be readily installed by smart home owners as a SDN controller
which uses this classification of connected devices to create least
privilege access policies as explicit OpenFlow rules on their wireless
access point.
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2 MOTIVATION AND PROBLEM

The notion of an access control policy in networks is introduced
here based on an explicit understanding of IoT devices and their pur-
pose in a smart home. It is generally accepted that IoT devices can
be defined as a group of objects that are specifically not intended
to be used for general purpose computing tasks, but instead have
very specific purposes. By definition, therefore, all other uses are
not intended. Thus an access control policy for IoT devices should
express only these specific purposes. Access control in modern
operating systems limit access to files based on the user, incorpo-
rating a policy that embeds ownership and privilege based control.
Similarly, in the IoT context, access control is needed to make sure
that only trusted devices can access sensor data or command the
actuators to perform an operation.

2.1 Use Case: Setting up a smart light bulb

We consider the situation where a smart home owner, Alice, is
setting up a smart light bulb in her house and has to connect the
light bulb to her WiFi network for its functionality. But she is
concerned about providing the same level of network access as her
work computer, to an off-the-shelf light bulb.

A motivating example explaining access control of a light bulb
for such a situation has been provided by the IETF draft on manu-
facturer usage description (MUD) specification [36]. The purpose
of a light bulb is to light a room. That is its sole purpose in any
environment. It may be remotely controlled through the network,
and it may make use of a rendezvous service of some form through
an application on a smart phone. But, by extension of its defini-
tion, all other network access is unwanted. It will not speak to
the refrigerator or the thermostat, and it has no need of accessing
users’ printer or the smoke alarm. Therefore, what Alice needs is
an access control policy, approaching least privilege, which when
applied to the light bulb should state that it will only connect to
the specific devices it needs for its functionality, devices which in
the context of Hestia are termed as controllers .

2.2 Research Challenges

In order to enforce network access control mechanisms in smart

homes, we seek a scalable and user-configurable design that pro-

vides a practical least privilege policy specification for all the con-
nected devices. This paper seeks to enable this vision by addressing
three key research challenges.

e Principle of Least Privilege: How do we define what a least
privilege policy of network access should be for smart homes?
IoT devices in a smart home are extremely heterogeneous in
terms of their system design and support different communi-
cation protocols to interact with each other. The policy, then,
needs to support the heterogeneity of device communication,
and at the same time preserve the notion of least privilege.

e Implementation: How do we interpose these policies on the
communication between devices in the WiFi network? Com-
munication between wireless smart home devices takes place
over the local network and stays within the WiFi. Traditional
network security measures like enforcing Firewall rules, and
ACLs would not work as the gateway devices will not be able to
monitor the connections within the WiFi network.
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e Multicast: While interposing a least privilege policy on network
communication, careful attention needs to be taken for multicast
and broadcast requests made by these devices. Preserving least
privilege in unicast communication makes sense for most cases,
but devices frequently use multicast messages to discover other
devices on the network. Multicast traffic is essentially a single
packet duplicated for multiple devices connected to the network,
and handling this properly in wireless network while interposing
a policy is challenging in and of itself.

2.3 Threat Model

While our work is motivated by access control mechanisms for IoT
devices, we do not focus on a complete and explicit access control
mechanism for the communications of a smart home device. The
manufacturer usage description (MUD) [36] provides a much more
granular policy specification for IoT devices. Instead, we seek to
address the broader challenge of providing a scalable and user-
configurable policy specification for the communication of devices
in a smart home. Our work achieves this by providing a default
network access to all devices in a smart home, which approaches the
principle of least privilege for IoT devices. IDIoT [8] makes a similar
claim on providing a network security enforcement framework, but
they only focus on device to cloud endpoint communications and
provide enforcement in the form of rules at the gateway device.
Their model remains completely oblivious to the communication
between devices in the local network, which is the threat model
that we are concerned with.

Our threat model addresses the security and privacy concerns of
smart home owners, like Alice, who are worried about connecting
off-the-shelf IoT devices to the same network as their personal
computing devices and privacy sensitive devices. While current
best practices suggest connecting all IoT devices on a separate WiFi
network, it leads to a network management overhead for users like
Alice and does not address the risks of having privacy sensitive
devices, like security cameras, share the network with vulnerable
light bulbs.

The work in this paper does not seek to prevent device compro-
mises in a smart home, and neither does it claim of being a complete
network security solution. We specifically address the security con-
cerns of users adding new devices to their network and enabling
them with a configurable policy specification to implement a least
privilege network access based on the type of device they have
connected.

3 DESIGN OVERVIEW

Hestia is designed with the singular goal of introducing principle
of least privilege for smart home wireless networks. As previously
discussed, IoT devices are designed for very specific purposes. In
the confines of a smart home, the functionality of these devices are
often combined by the user to create automation recipes. This is
made possible by the introduction of smart home platforms like
SmartThings [49], HomeKit [5], Brillo and Weave [13], Vera [63],
and AllJoyn [23]. But the unification of myriad devices under the
same network, for the promises of complete automation, requires
all types of IoT devices to have the same level of network access
privilege. Hestia addresses the security and privacy concerns raised
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Figure 1: Smart home IoT setup

due to such network implementations by defining the network
access required for each device based on its type, and then isolating
the wireless communication between devices based on a privilege
policy.

Let us consider the use case mentioned in the previous section in
order to iterate what we wish to achieve with our policy design. Al-
ice wants to set up an off-the-shelf smart bulb in her home. She has
a home automation controller, for instance SmartThings, through
which she wants to access the functionality of the bulb. In order
to achieve that, the SmartThings hub and the light bulb need to
be connected on the same WiFi network. Now suppose that Alice,
like many other smart home owners, also has plenty other smart
home devices which need to be connected to the same wireless
network, and by extension have the same level of network access
privilege. These devices can vary from trivial home appliances like
a smart refrigerator or thermostat to more user sensitive devices
like security cameras or maybe a printer. Addressing the threat
model discussed earlier, what Alice then desires is a network policy
that would allow the smart light bulb to be able to interact only
with the home automation controller and not any other device. This,
for the light bulb, would embody a least privilege policy of network
access.

Hestia provides a network abstraction to address exactly that.
We provide the following insights, through our design, with respect
to the research challenges discussed in the previous section.

3.1 Control Interfaces

We address privilege based network access by building on an hy-
pothesis that all smart home devices can essentially be classified
into two categories, namely controllers and non-controllers based
on whether they support a control interface for the user to provide
commands. Consider the smart home setup demonstrated in Figure
1. Alice has multiple IoT devices setup on her network, but all her
devices do not need the same level of network access. Alice wants
to access the functionality of the smart bulb through an app on
her phone, or maybe through an automation recipe on Alexa or
Google Assistant. So in every possible scenario, the light bulb will
be “controlled” by another device on the network based on some
command from Alice, and can not be controlled directly. We posit
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Figure 2: Hestia architecture

that this distinction between devices can be made based on whether
they have the capability of taking inputs directly from the user, or
support a control interface. For the devices mentioned in Figure 1,
we identify Amazon Echo, Google Home, IoT Hub, and the Smart
TV as the controllers in the network because they can take com-
mands from the user. By making this clear distinction, we enable
a policy of least privilege by stating that all devices identified as
non-controllers can only interact with controllers in the network
in order to perform their required function. In no scenario could
non-controllers send "control” messages to other non-controllers ,
and thus this ability is an over-privileged network access. We find
this distinction of IoT devices to be trivially sufficient in order to
provide least privilege network access in a smart home.

3.2 High level implementation design

Fundamentally, our goal is to create a network abstraction that con-
serves the wireless network communication between devices based
on the distinction described earlier. While traditional network secu-
rity measures prove to be insufficient, software defined networking
(SDN) [35] with openflow provides a flexible access control by sep-
arating the network traffic (data) from its management (control).
In Figure 2, a high level abstraction of our design is shown. We
have implemented two programs running in the control plane of
the access point, which govern the openflow rules in the data plane.
These two programs, for the ease of understanding, are termed as
Flow Manager and Policy Enforcer. Flow Manager is responsible
for tracking all unique packet flows that are logged by the Open
vSwitch, and then installs the desired data flows on the switch based
on an algorithm which we describe in the next section. Policy En-
forcer monitors changes made to the policy design and pro-actively
updates the data flows on the switch. The policy in reference is a
list of devices identified as controllers in the smart home network.
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We envision two ways of obtaining this list. A straightforward way
would be to have the user identify controllers during setup, either
through a web interface (routers configuration page) or through an
application on their smart phone [7, 38, 43, 52, 60]. The other way
we envision accomplishing an automated distinction of controllers
is either through looking at the higher order bits in the MAC-layer
address or using more advanced classification systems such as IoT
Sentinel [40]. However, this is orthogonal to the work presented in
this paper and thus we identify it as an open research problem.

3.3 Multicast device discovery

Service Discovery layer has a prominent role in an IoT architecture.
It is the service discovery which differentiates an IoT network from
that of typical internet network. In order to avail a service, IoT
devices must be connected with the devices that are hosting those
services or applications. So there are various protocols (like uPnP,
mDNS, SSDP, Wi-Fi Beacons, 6LowPan, etc) designed to resolve
host IP addresses rendering such services and applications in the
local network.

Referencing our smart home model, each IoT device provides
some sort of service and uses any of these protocols to discover
other services in the network. But as we have discussed earlier,
every device on the network has the same level of network access
privilege and thus even a (vulnerable) light bulb can discover the
services being provided by the (privacy sensitive) security camera.
Multicast packets are essentially a single packet broadcasted for
multiple destinations. Hestia provides a selective isolation mecha-
nism for multicast discovery messages through a generic way of
message duplication and then limiting the broadcast destinations
based on the policy defined for the source device.

We demonstrate this feature in Figure 3, where a multicast mes-
sage generated by the light bulb is duplicated and forwarded (de-
noted by double dashed lines) to only the controllers in the network.
The non-controllers are isolated from receiving the multicast mes-
sage (security camera) while still maintaining a shared network
connection. We achieve this by utilizing Group tables feature sup-
ported by OpenFlow 1.3 and later. Group Mod essentially defines
action buckets for each flow, where the message is cloned and as-
signed the desired action for each destination. Our implementation
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creates action buckets containing only controllers for all multicast
flows originating from non-controllers thereby providing a selective
isolation of devices for service discovery. This implementation is
based on the insight we provide for achieving least privilege where
only controllers are allowed to send messages to non-controllers
and any message generated by non-controllers will be isolated to
the controllers in the network.

4 POLICY DESIGN

In this section, we describe our implementation of the policy de-
sign to achieve least privilege in the smart home network. Quite
specifically, we explain the Flow Manager application as mentioned
in the previous section. Flow Manager monitors the connections
being logged by open vswitch on the access point, and creates data
flows based on the policy defined for the connected devices on the
network.

Algorithm 1 Flow Manager

1: procedure GET_BUCKETS > Action buckets for multicast
2 controllers «— query(select controllers from devices)

3 buckets < |[]

4 for newdst < controllers do

5 temp_port « find_port(newdst)

6 action = set(eth_dst = newdst)

7 if temp_port = in_port then

8 action.append(output = in_port)

9 else

10: action.append(output = temp_port)

> WLAN port

11 buckets.append(action)

12: procedure PACKET_IN_HANDLER(SIC, in_port, dst) > monitor
packet flows

13: if dst is multicast and src is not controller then

14: b « get_buckets()

15: group_msg «— GroupMod(b)

16: send_msg(group_msg)

17: else if dst is multicast and src is controller then

18: actions = set(output = FLOOD) » Full network access

19: else

20: actions = set(output = out_port) > Unicast flows

21: add_flow(actions)

22: if src is not a controller and dst is not a controller and
not(multicast) then

23: action «<— DROP

24: add_flow(match(src, dst, in_port), actions)

Algorithm 1 depicts the logic used to generate the openflow
policies to attain least privilege in the network. Hestia logs each
packet_in event on the switch and retrieves the tuple (src, dst,
in_port) from the packet headers. The GET_BUCKETS procedure is
used to create the action buckets required for the group policies to
handle multicast packets. As mentioned earlier, this feature is used
to restrict multicast packets from non-controllers to only reach the
controllers in the network. In line (2), the variable controllers is
populated by fetching the list of devices identified as controllers
from the policy data base. In lines (4-10), we create the openflow
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action buckets for each device in that list. Line (7) ensures that
multicast packets are sent out of the WLAN port as well if the
source is a wireless client.

The PACKET_IN_-HANDLER function receives every packet flow
event from the switch and then extracts the src, in_port, dst from the
packet headers. Lines (13 - 20) essentially convey our policy that
messages originating from controllers should be allowed to reach
all connected devices, but messages from non-controllers should
only be limited to controllers in the network. Line (22 - 23) checks
for unicast communication between two non-controllers and then
drops the flow. Line (24) installs an openflow rule on the switch
with the given set of desired actions for all future messages that
match the tuple (src, dst, in_port). This rule in the data plane of the
switch avoids any future packet_in event to be forwarded to the
controller for a decision.

5 IMPLEMENTATION

We implement Hestia on top of a commodity wireless access point [37]
running an open source firmware which supports Open vSwitch
and the OpenFlow SDN protocol. This section describes some key
components in the implementation, design challenges faced, and
how we address these limitations in our design.

Router firmware: Since our approach requires an AP that al-
lows custom firmware and software to be run on the network,
we use one that is supported by OpenWRT. For our use case we
built a custom OpenWrt firmware with Open vSwitch and Hostapd
pre-compiled, as the default image for our router did not support
wireless authentication modes. The default configuration uses a
Linux bridge to bridge the wireless and ethernet interfaces into a
single bridge interface. We removed the default Linux bridge and
separately added an Open vSwitch bridge. The bridge was then
configured to use a dedicated system connected to the access point
as the SDN controller in the network. We use RYU as our SDN
framework to implement Hestia on the controller.

AP Isolation Mode: In normal APs, the wireless interface be-
haves like a bridge between the wireless clients that are connected
to it. If a frame originating from a wireless client on the network is
destined for another client connected to the same wireless interface,
then the frame is sent straight to the other client without going
through the actual network stack of the AP. Most of the IoT device
exploits, as identified by Acar et al [1], use this method of commu-
nication in wireless networks to their advantage. To combat this,
our implementation utilizes the wireless isolation (or AP isolation
or peer-to-peer blocking) mode that is available in standard APs.
This mode forces the bridge to send all frames to the upper network
stack, and denies wireless clients from communicating between
each other by not forwarding wireless frames between them. We
interpose Hestia’s policy enforcement on top of the AP isolation
mode using the primitives of off-the-shelf software-defined WiFi
networks [25].

Forwarding to ingress port: With AP isolation mode enabled,
all the network traffic between wireless devices is visible to the
AP. However, in default isolation settings the switch forwards the
packet to all other ports but the one from where the packet came,
preventing clients on the same interface (WLAN) to communicate
with each other. In order to let wireless clients communicate with
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each other and still allow all the frames to be passed through the
higher network stack, we need to let the openflow switch explic-
itly send packets to the ingress port when the communication is
between two wireless clients. We solve this by using an additional
openflow action, OFPActionOutput (ofproto.OFPP_IN_PORT), for
all such cases to allow the packet to be sent back on the ingress
port.

6 EVALUATION

We now evaluate Hestia by addressing the effectiveness of its poli-
cies in achieving least privilege, the need and appropriateness of
its security guarantees, and measuring its performance for smart
home deployment.

6.1 Policy Evaluation

Hestia is designed to introduce the principle of least privilege in
network access for smart home devices. We evaluated Hestia’s poli-
cies against a large data set of IoT devices and present our findings
in this section. Alrawi et al [2] evaluated over 50 devices to provide
a systematized study on the security of home-based IoT deploy-
ments. At the time of writing of this paper their data set provided
the largest number of smart home devices deployed on the same
network. The data set included 46 labelled smart home devices, and
their generated traffic during a manual assessment of each device.
They recorded the device interactions on the network at 5 minute
intervals over a period of 10 days. We use the network PCAPs from
their study to validate our hypothesis for the policy design, that a
distinction of controllers and non-controllers is trivially sufficient
to achieve least privilege policy of network access in smart homes.

6.1.1  Process of Evaluation. In order to test our hypothesis, we
first manually classified the smart home devices in their data set
into controllers and non-controllers based on the criteria of con-
trol interface introduced earlier. Our classification was inspired
to mimic the understanding of an average smart home user, and
thus we performed this distinction based on just the information
obtained through the manufacturer website about the functionality
of these devices. For instance, if a smartTV has Alexa integrated
and the manufacturers website details that it can be used with
other devices in the network then we identify it to be among the
controllers in the network. Additionally in order to ascertain the
triviality of this classification for an end user, we made sure that
such information about the device was accessible directly from the
manufacturers landing page for their device.

Control Interface No. of Devices Category
None 26 non-controllers

Voice Assistant 10 controllers

Remote Control Hub 9 controllers

Home Router 1 controllers

Table 1: Device categorization

Table 1 shows the number of devices that were classified as con-
trollers and non-controllers in the data set and the feature because
of which the decision was made. We identified a total of 20 out of
the 46 labelled devices to be the controllers in the network.
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The next step was to filter the recorded network data for local
network communication and evaluate our policy. We used scapy
to filter all the local network packets from each pcap file and ag-
gregated all device communications for each day of the recordings.
Once we had the aggregated network communication data, we
created a src - dst mapping of devices where a unique mapping
was created on per day basis. The goal was to achieve an insight
on which devices are able to send messages to each other (within
each 24-hr period), and thus if we found at least one instance of a
packet exchange between two sets of devices on the network then
we recorded it in our mapping.

6.1.2  Findings. Using the src - dst mapping of device interac-
tions obtained for each day, we found that there were a total of
426 device-to-device communications that took place over the 10
day period. Since we created these mappings on a day to day basis,
these include repeated instances of D2D interactions over several
days. Validating against Hestia’s generated policy based on identi-
fication of controllers further revealed that 54.69% of these device
interactions were between devices that we had identified to be act-
ing as the controllers in the network. We also found that 45.07%
of connections occurred between controllers and non-controllers
preserving our hypothesis that non-controllers need controllers
to function. All the network packets that followed either of these
communication patterns were allowed by default with Hestia’s
policies.

Anomaly: It also identified and blocked a network exchange, a
communication between two non-controllers in the network. Upon
further investigation of the packet traces relating to this anomaly,
we found that the packet exchange occurred between a D-Link
DCS5009L camera and a Belkin Netcam. What is more interesting is
the fact that there were only 2 packets that were exchanged between
these two devices. From accessing the payload of these packets,
we identified that this was a UPnP device discovery initiated by
the D-Link camera requesting the device details of Belkin Netcam.
This is an inspiring finding because we aim to address exactly this
in our threat model. Hestia prevents such service discovery by
(potentially) malicious devices on the network thereby mitigating
device compromises like Belkin Netcam’s UPnP command injection
attack [47] by another malicious device on the local network.

6.1.3  Result. Our findings suggest that the network communi-
cation policies generated by Hestia accurately portray ideal device
communication. Additionally, our results suggest that these poli-
cies are also able to mitigate potential misuse of network access
by limiting the service discovery and broadcast packets to only
the required set of devices. This validates our hypothesis that a
least privilege policy of network access is indeed achievable with
a trivial distinction of controllers in the network, and bolsters the
application of Hestia as the default network based security measure
for smart homes.

6.2 Security Guarantees

6.3 Performance Measurement

We aim to provide Hestia as a substitute to the standard access point
in a home network, thus in this section we empirically demonstrate
the performance of our implementation against a standalone router.
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Since Hestia affects every device connection that traverses through
the router, it is important that it does not introduce any significant
overhead for the users’ devices. To evaluate Hestia’s performance
for device-to-device communications, we measure both first-packet
latency and overall throughput. As the policy check is performed
by the controller only at the first instance of a packet and a data
flow rule is installed based on the policy decision for the future
communications, we expect the performance overhead to be mini-
mal.

6.3.1 First-packet Latency. To measure the first-packet latency,
we sent various ICMP requests between two laptops connected to
the wireless access point, with both Hestia disabled (standard AP)
and enabled with different configurations — both laptops catego-
rized as controllers, and only one as controller. Additionally, we
performed these experiments while using the 5GHz radio config-
ured to use a channel with minimum overlap with other wireless
signals, thus ensuring minimal overhead from wireless interference.
We evaluated first packet latency for four different categories of
wireless traffic, which are commonly used by IoT devices, namely
direct communication, broadcast, service discovery, and service
advertisement. The connection between the devices

Figure 4 shows a comparison of the average round trip time for
communication between these devices.

7 RELATED WORKS

Our work touches several areas of prior research, which we have
divided into three broad categories. First, we re-iterate our threat
model for smart homes by discussing studies on IoT device compro-
mises and the security of smart home platforms. Next, we discuss
the current measures being taken by the industry and security
researchers in providing a defense mechanism for smart homes.
Finally, we present access control mechanisms proposed for IoT
devices and provide insights on the need of a network based access
control for smart homes.

7.1 Internet of (vulnerable) Things

Home automation and connected home environments have be-
come an irresistible trend for both manufacturers and consumers.
However, more often than not, features tend to take priority over
security in these devices. Several security flaws have been identi-
fied by researchers in these off-the-shelf devices for smart home.
It has been shown that some of these devices mistrust other de-
vices on the same LAN, thus leaving them vulnerable to a local
adversary [20, 46]. Several incidents of device compromises in-
clude light bulbs performing DoS attacks [29], attackers unlocking
smart door locks using ZWave protocol vulnerabilities [22], and
directed attacks on baby monitors from the internet [42, 56, 58].
Denning et al. [17] presented a taxonomy of IoT attacks including
threats to smart home devices like cameras, microphones, motion
sensors, door locks, HVAC air pressure sensors, thermostats, wash-
ing machines, and health care technologies. It seems like most of
these devices tend to suffer due to control signals emerging from
unauthenticated sources. For instance, researchers have found that
an adversary can control a smart TV with a speaker playing syn-
thetic voice commands [39]. Ho et al. [30] demonstrate an attack
on Bluetooth smart lock, similar to the attack on ZWave smart
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lock [22], where improper trust allows attackers to open locked
doors. Additionally, implementation flaws by users can also lead to
severe attacks against smart homes as demonstrated by Oluwafemi
et al. [45], where the compromise of a networked device can even
affect non-networked devices such as compact fluorescent light
bulbs. HoMonit [69] compared the SmartApps activities as infered
from side-channel analysis of encrypted wireless traffic against
their expected behaviour as dictated in their source code, and found
60 misbehaving apps which conducted event-spoofing attacks.

The threat model for our implementation is based on these attack
scenarios where the compromise of one connected device may
affect other devices in the same network. Our work addresses
these issues with smart home devices by providing a default policy
of network isolation that can mitigate device compromises in a
smart home. Consequently, we do not intend to prevent users
from connecting potentially vulnerable devices to their network
but instead provide a scalable and effective measure of isolating
network communications between these IoT devices, which in turn
would prevent device comprises in the local network.

7.2 Smart Home defenses

Several different methods have been proposed to defend the com-
munication between devices in a smart home. We discuss these
methods in the following categories.

Authentication Schemes: In order to control communications
between IoT devices, authentication schemes [27] have been tai-
lored for resource constrained devices. Zenger et al. [68] proposed
a vicinity based pairing mechanism which delegates trust from
one node to another based on physical proximity. However, these
mechanisms require additional implementation on all devices of
the system and do not consider the trivial problem of the existence
of legacy devices in the network.

Behavioral security measures: Fully automated techniques
have also been proposed to identify malicious communications
within the smart home network. These mechanisms depend on
intrusion detection systems tailored for IoT scenarios [48]. IoT
Sentinel [40] is such a system that identifies the types of devices
connected to an IoT network and enable autonomous enforcement
of rule-based-control policies. But the main limitation of their work
is that they enforce these policies in three pre-determined isola-
tion levels, strict, restricted, and trusted. This greatly affects the
scalability of their system for increasing number of smart home
device functionality. IoTSense [9] presents another such behavioral
fingerprinting method which can then be used to train a behavioral
classifier to identify abnormal behavior in devices as demonstrated
in IoTurva [24]. But a drawback in using such de-centralized be-
haviour based policy generation is that the ground truth for behav-
ior classification is obtained through crowd sourcing or by analyz-
ing the CVE database. This methodology is not really a dependable
measure for users, and will in more cases than not cause limitations
in the device connectivity in smart homes.

Network-level security: This security measure is routinely
used in enterprise networks as an addition to protection software
installed in clients. Considering the heterogeneity of devices in
smart homes, network-level security is even more relevant. The
privacy control mechanism proposed in [55] uses SDN-enabled



WiSec’18, June 2018, Stockholm, Sweden

switches of the ISP to dynamically block/quarantine devices, based
on their network activity and on the context within the house such
as time-of-day or occupancy level. However their implementa-
tion assumes that ISPs have complete visibility of the subscribers
household devices, which raises a lot of privacy concerns as dis-
cussed in [6]. Preliminary prototype envisioned for IoTSec [67]
demonstrates various ideas of a network based abstraction for IoT
devices and shows its promises in implementation by providing
security gateways for insecure devices and by enforcing policies
for cross-device interactions. Thereby reiterating the importance
of achieving an efficient network abstraction in smart homes. Their
design principles are the most similar to our approach in concept
however, our network abstraction provides a much more simplis-
tic architecture and doesn’t have the trust issues associated with
crowd sourced repositories for policy enforcement. Recently cer-
tain commercial products have also been announced which address
the security of IoT devices in a smart home. One such product is
the Sense router from F-Secure [18]. However, it is only focused
on traditional protection technologies like anti-virus capabilities,
blocking of botnet controllers and preventing devices from access-
ing malicious websites [19].

IDS and Firewall: Several works on intrusion detection systems
(IDS), personal and application firewalls [4, 11, 15, 32] focus either
solely at the host or at a network node. IDIoT [8] claims to provide
a network security policy enforcement framework for IoT devices,
but their design only creates policies on the gateway system mon-
itoring device to cloud endpoint communications. Additionally,
these traditional mechanisms remain oblivious to device-to-device
communications in wireless networks.

The policy design in Hestia aims to provide device-to-device
granular policies like IoT-Sentinel but doesn’t depend on any third
party to make these decisions. Hestia provides the smart home
owners with a scalable and easy to configure policy framework to
employ a least privilege policy in their home network.

7.3 Access Control in Smart Homes

Ur et al. [62], in their study of access control in commercial smart
devices, found that all these devices lack the mechanisms of access
monitoring therefore making users incapable of identifying who
has accessed their devices. This issue has been partially addressed
with user-based access control policies [26, 34] which envision a
policy enforcement for different types of network users (owners,
spouses, maids, neighbours). Some recent work more relevant to
our design, which provide device specific access control are mostly
either a permission-based control on appified platforms, or situation
based control.

Permission-based access control: Since smart home platforms
are accompanied by appified platforms, permission-based access
control has received a lot of attention by the security research
community. In the meantime, researchers have ventured into iden-
tifying vulnerabilities in the emerging IoT frameworks that enable
building apps to communicate with smart home devices and wear-
ables [49]. Evidently so, researchers have demonstrated [54] how
malicious apps running on a users phone could exploit the lack of
security mechanism in UPnP protocol to scout home network for
IoT devices and expose them at will to external attacks. To address
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these kind of exploits, researchers have focused on providing access
control mechanisms for malicious apps running on a smart phone
in a smart home. SmartAuth [61] provides users with an authoriza-
tion user interface to bridge the gap between the functionalities
explained to the user and the operations the app actually performs.
The security frameworks proposed in FlowFence [21] provide a
sandbox mechanism to operate on sensitive data by forcing appli-
cations to declare their intended data flow patterns. HanGuard [16]
addresses this issue through SDN-driven data protection by running
a user-space monitor on the users phone that detects authorized
application access to IoT devices. ContexIoT [31] provides a context-
based permission system for appified IoT platforms, with access
control at the inter-procedure and data flow levels. While these
approaches promise enhanced security for accessing IoT devices, a
key observation lies in their adversary model which is focused on
the situation where a malicious app is installed on a smart phone
device. However, as covered in the earlier section on IoT vulner-
abilities, we need to consider unpatched devices with vulnerable
firmwares in our adversary model as well.

Situational access control: Few works have addressed access
control in IoT based on a situation - like “user is at home” - that
can only be tracked using multiple devices. Schuster et al. [51] pro-
vide a system which uses environmental situation oracles (ESOs)
which encapsulates how a situation is sensed, inferred, or actuated.
This methodology has been widely studied for Android platforms
and other mobile OSes [10, 14, 41, 66]. But the critical distinction
between IoT and mobile OSes is that access control in the IoT is
fundamentally decentralized. While ESOs seems like a promising
way of incorporating access control in the IoT stack, it needs a con-
figuration change on all existing devices and automation systems.
It might be an access control that we deserve, but not the one we
need right now.

We posit the design goals envisioned in [67], that rather than
chase the hopeless goal of IoT devices that are secure-by-construction,
more pragmatic solutions that incorporate better network abstrac-
tions need to be the key vantage point for enforcing security policies
in smart homes. Our design of Hestia tries to do exactly that, by
providing a network based security measure for smart homes which
can act as a default least privilege policy and also providing users
with flexible design configuration.

8 CONCLUSION

Smart Home devices have a bleak reputation regarding their se-
curity practices. Current best practices for securing IoT device
compromises in a smart home are not practically manageable for
end-users. In this work we present Hestia, a building block of net-
work based security mechanism introducing the principle of least
privilege for smart home network access. We leverage the charac-
teristic feature of IoT devices being designed for specific purposes
to distinguish devices which act as controllers in the network. We
use this classification of connected devices to create a local network
access control policy for device communication which approaches
the principle of least privilege. We provide an implementation of
Hestia, using SDN primitives and the least privilege policies as
OpenFlow rules showcasing its abilities to act as a default network
based security system for IoT devices. Through these efforts we
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demonstrate the need and appropriateness of introducing network
based access control in smart homes.
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